
Bring your own device
(BYOD)

Laptops are a powerful learning tool that, when used effectively, can improve student learning outcomes.

Handbook

Scan the code to buy a device
The devices have been selected by PHHS 
to best meet the curriculum and technical 
requirements of the school.

SCAN ME
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Rationale

Over the past decade both technology and teaching methodologies have changed. These fundamental 
changes have impacted on both how curriculum is developed / delivered and on how students learn. At 
Para Hills High School we have recognised these changing fundamentals and have actively developed a 
BYOD program to support these learning outcomes and to enrich our digital learning environment for all 
student, so that learning can take place anywhere, anytime, and on any device.

Para Hills High School BYOD learning outcomes are to improve student engagement and to enhance 
learning experiences by providing students with a digital learning environment that allows students to be 
effective, creative, confident, innovative and productive digital learners capable of interacting with real 
world technology and solving real world problems both collaboratively and as an individual.

Note: To leverage these powerful learning outcomes it is vital that students have access to the internet, 
own their laptop own device and bring it to school on a daily basis.

BYOD

Para Hills High School supports a BYOD (Bring Your Own Device) program whereby students have 
the flexibility to purchase their own device and connect to the school’s high speed internet and wireless 
infrastructure. 

As many families and students already have a suitable device at home the plan also allows parents/
guardians the option for their child to bring device if it meets the minimum standards and requirements 
that to carry out the normal learning within the School. Please note that we do not encourage or support 
tablet or Google Chrome.

Students will use laptops under teacher direction.  Paper is still very much in use at school.

Purchasing Portal

Para Hills High School has teamed with Learning with Technologies to provide an online purchase 
portal where preferred devices can be purchased. The portal will ensure a suitable device is selected 
and educational pricing is offered. It should be noted that warranty claims will still be dealt with parents/
caregivers directly through the manufacturer. Those who wish to select and purchase their own device 
follow the minimum specifications listed.
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Purchasing Portal - Learning with Technologies - scan the code

BPAY, Credit Card, Rent, 12 Month Interest Free.
The Purchasing Portal can be accessed (scan the code) or head to the Para Hills High School website 
@ https://www.phhs.sa.edu.au/parents/laptop-and-ict-program/

Screen sizeScreen size 14” screen or larger, 14” preferred (measuring diagonally)

Device typeDevice type Laptop or 2 in 1 device
Consider a touch screen with stylus (for design and art focused students)
Chromebook or android devices not supported

ProcessorProcessor Intel core i5 or higher

RAMRAM 8 GB minimum or 16 GB preferred

Hard DriveHard Drive 256 GB SSD or higher

Operating SystemOperating System Windows 11, Mac OS 14 (Sonoma) or later
not supported- Linux, Android, Windows 7. 8. 8.1, RT, 10S, Chrome OS

FeaturesFeatures Keyboard                                         USB port
Headphone port                               In-built microphone
Webcam

Battery LifeBattery Life Minimum of 8 hours (Note that it is school policy that devices are fully charged at the 
beginning of the school day)

Selecting the right device

Selecting the right device for is a balance between cost, functionality, weight, and performance. Decide 
on which considerations are most important to you and then look for key features to best suit your 
needs. Insurance is strongly recommended.

ConsiderationsConsiderations Features to look forFeatures to look for

Performance
Students who are working technically (coding, AutoCAD, Inventor) 
or creatively (video editing, illustration) will want a device with high 
performance features

•	 Power and speed: 16 GB of RAM and i5 core processor or higher
•	 Older devices will have a shorter battery life

Functionality 
Technology rich tasks will require students to use multiple inputs 
such as audio recordings, videoing, and data logging.

•	 Inbuilt microphone
•	 Front facing in-built camera
•	 USB 3.0 & USB-C, HDMI

Portability 
Consider the portability of the device if students use public transport 
or walk long distances to attend school

•	 Aim for a lower weight device (around 1.6kg)

Durability 
Accidents happen! Know if you student will likely require a more 
durable machine. 

•	 Consider an extended warranty and follow up support
•	 Solid state drives
•	 Robust casing and spill-proof keyboards
•	 Tether or charging bay for the stylus
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Equity and Access

Teachers will design their classes so that students will be able to use their devices. 

For families in financial hardship (requiring flexible financial options)  or for students on school card 
there will be opportunity to apply for a loan of a school owned device.

Access to free devices for eligible School Card families

Families on School Card whose child or children attend years 7 or 10 of a participating school in 2026 
can get access to a free device to support their studies.

An application process applies.

Technical support

BYOD devices will receive only limited technical support, i.e. generally only to connect to wireless 
internet. All other troubleshooting, hardware and software issues will need to be through the 
manufacturer’s preferred support.

Internet Usage

Students can access the Internet through the Para Hills High School wireless network whilst on 
site. This will be monitored and subject to strict filtering and is accessed by a unique username and 
password. Students are reminded that inappropriate sites are filtered and blocked when necessary to 
ensure student use of the Internet is for educational purposes.

Students are reminded that using the Para Hills High School internet inappropriately is a breach of 
the ICT acceptable use policy and my lead to disciplinary action. The school actively monitors internet 
usage.

External networks such as 3G, 4G mobile networks are not permitted. Phone tethering and sim related 
dongles are not to be used on Para Hills High School premise. Families are reminded that mobile 
devices need to be switched off at all times during the school day.

Digital Citizenship

The Agreement at Para Hills High School has six conditions of being a Digital Citizen. The intended 
audience of this agreement is for Para Hills High School students:

•	 Respect Yourself. I will show respect for myself through my actions. I will select online names that 
are appropriate. I will consider the information and images that I post online. I will consider what 
personal information about my life, experiences, experimentation or relationships I post. I will not 
be obscene.

•	 Protect Yourself. I will ensure that the information, images and materials I post online will not put 
me at risk. I will not publish my personal details, contact details or a schedule of my activities. 
I will report any attacks or inappropriate behaviour directed at me and I will seek support from 
appropriate people or organisations. I will protect passwords, accounts and resources.
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•	 Respect Others. I will show respect to others. I will respect my teachers by following their 
instructions and directions without dissent. I will not use electronic mediums to flame, bully, harass 
or stalk other people. I will show respect for other people in my choice of websites, I will not visit 
sites that are degrading, pornographic, racist or inappropriate. I will not abuse my rights of access 
and I will not enter other peoples’ private spaces or areas.

•	 Protect Others. I will protect others by reporting abuse and by not forwarding inappropriate 
materials or communications or by visiting sites that are degrading, pornographic, racist or 
inappropriate. I will moderate unacceptable materials and conversations, reporting conversations 
that are inappropriate or unacceptable.

•	 Respect Intellectual property. I will request permission to use resources. I will suitably cite any and 
all use of websites, books, media etc. I will acknowledge all primary and secondary sources. I will 
validate information. I will use and abide by the fair use rules.

•	 Protect Intellectual Property. I will request to use the software and media others produce. I will use 
free and open source alternatives rather than pirating software. I will purchase, license and register 
all software. I will purchase my music and media and refrain from distributing these in a manner 
that violates their licenses. I will report vandalism and damage. I will act with integrity.

Any form of cyber bullying will be dealt with through the Para Hills High School ‘Behaviour Policy’ and 
‘ICT Acceptable Use Policy’. Extreme forms of cyber bullying may lead to police involvement.

Charging your device

Students are required to bring their device to the Para Hills High School each day fully charged. 
Students may need to adjust their power settings to ensure that their device will last the full day.

Access to the PHHS wireless network

Students will need to connect their device to the Para Hills High School wireless network. A wireless 
network called “PHHS Secure” is available across the school. Students will be prompted to enter 
their unique username and password when connecting. By connecting to the Para Hills High School 
wireless network, you agree to the conditions outlined in this user guide and the ICT Acceptable policy 
found on the website.

Innappropriate Use

The Manager of IT Services maintains computers and the School’s network so that they operate 
effectively, and that resources needed are available, and that School’s computers operate in a 
consistent way. The following guidelines are outlined to ensure all users are able to access the latest 
research available with the latest technology in an acceptable and safe learning environment.

•	 Users will avoid websites with content that is violent, racist, sexist, pornographic, dominated by 
offensive language and/or illegal in any way.

•	 Engaging in chat lines or downloading files is not permitted unless forming part of legitimate class 
activity guided by the teacher of that class.

•	 Inappropriate use of the internet and email is a serious matter and can have significant 
consequences, eg sending a message over the internet using someone else’s name.

•	 Passwords should remain confidential. No user should log on as another student using their 
password or use a computer that is logged onto the network with another students log on.
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•	 Do not remove files or folders that have been installed to the network.
•	 Do not engage in cyber bullying or e-crime.
•	 Under privacy legislation it is an offence to take photographs of individuals without their expressed 

permission and place these images on the Internet or in the public domain. It is a requirement of 
the school that any student device can only be used in designated lesson time at the direction of 
that subject teacher.

Acceptable Use

This policy and any associated agreements apply when digital technology is being used on school 
grounds,
during school excursions, camps and co-curricular activities, and at home. It includes (but is not 
limited to):
•	 ICT devices (including computers, handheld devices [electronic devices, smartphones, tablets], 

printers,
•	 digital
•	 cameras, internet facilities and other associated electronic and mechanical hardware and 

software.
•	 online platforms (eg email and instant messaging, social media, forums, discussion boards, 

storage
•	 services,
•	 video/photo sharing sites)
•	 internet/intranet access
•	 online assessment platforms
•	 services the school uses for communication with the school community (eg Daymap and SZapp).
Back Up and Data Storage

It is important for each student to keep backups of their critical work. There are a number of options 
students should consider. Work must be stored in the sstudent’s One Drive.

Para Hills High School will not be held responsible for lost work due to a failure to do backups.

Networks and Netwwork Security

•	 The creation of an Ad-hoc Networks or standalone wireless network between two or more laptops 
is not permitted.

•	 Students must not plug any device into the school wired network.
•	 Hacking is a criminal offence under the Cyber Crime Act (2001)
•	 Any type of software or hardware device designed to capture or view network data/packets is not 

permitted

Scan to read the full policy
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Software - Main Programs

Para Hills High School may recommend software applications in order to meet the curriculum needs 
of particular subjects. The student is responsible to ensure that any required software is already 
installed on their device if required. Parents/caregivers may be required to install and support the 
appropriate use of the software in accordance with guidelines provided by the school. This includes 
the understanding that software may need to be removed from the device upon the cancellation of 
student enrolment, transfer or graduation.

Para Hills High School will provide information and support with respect to the following software 
packages where agreements have been entered into between Para Hills High School DfE and the 
vendors for the purpose of providing student software for personally owned devices.

Microsoft Office 2016 – every student in Education of South Australia schools is entitled to download 
and install.
 
Required Software

Google Chrome http://www.google.com/chrom
Adobe Flash, Reader
Java http://www.java.com/en/download/index.jsp
Google Drive http://drive.google.com
VLC Player http://www.videolan.org/vlc
Virus utilities:
Windows 10 comes with free Antivirus in built (Windows Defender / Security Essentials)
Mac OSX – Avast Essential Security https://www.avast.com/en-au 

Virus Protection

Viruses have the potential to severely damage and disrupt operations within the school. All devices 
should be up-to-date and have some antivirus software installed on them.

Recommendations

•	 Protect their devices from virus by scanning for viruses regularly.
•	 Not to open any files attached to suspicious or unknown emails.
•	 Exercise caution when downloading files from the internet. Save the files to the device hard disk 

and run the virus scanner on the file before opening them. Be particularly cautious of exe files. 
Any questions ask IT team for their opinion

•	 Delete any junk emails. Do not forward or reply to any of these.

Non school software, games and music

The installation of software applications, games and music on the student owned devices is 
acceptable provided that the following criteria:
•	 Are appropriately licensed
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•	 All of software applications, games and music are required are required to adhere to the PHHS ICT 
acceptable use policy

•	 It is recommended software applications, games and music is kept to a minimum to maximise the 
efficiency of battery life and overall performance of the device

The installation of above doesn’t impact on the PHHS wireless network.

•	 Using these programs isn’t to interfere with the classroom learning programs and students learning
•	 The use of network games is banned (unless authorised by the teacher for educational purposes)
•	 Adhoc networks are NOT to be created or used.

Students who do not adhere to the above will be subject to the School’s ICT acceptable use Policy and 
Student Behaviour management policy.

The use of school issued laptops for any non-learning related activity is not permitted.
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Scan to read the 
PHHS Acceptable Use Policy

Scan to read the 
PHHS Student Behaviour Management Policy
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